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LEHTP MPALKOE SA TPbOMA
HAINPAMAMW:

® TAPSYA NIIHIA STOPCRIME
® NIHIA NIATPUMKW ANA AITEN 116 111

o IHPOPMALIVHO-
MPOCBITHULbKA AIANBHICTD

€ yacmuHor nomydcHoi cnineHomu INHOPE y 6opomu6i 31
3/104UHAMU CeKCyanbHO20 Hacuabcmea Hao dIMbMuU:

https://inhope.org/EN/articles/safer-internet-centre-ukraine-
protecting-children-online-in-times-of-war



https://inhope.org/EN/articles/safer-internet-centre-ukraine-protecting-children-online-in-times-of-war
https://inhope.org/EN/articles/safer-internet-centre-ukraine-protecting-children-online-in-times-of-war

KOANIUIA “LLEHTP BESMNEYHOIO IHTEPHETY”

Hawa cninbHOTa po3wmpuiiach 3 3 A0 6 opraHizayiv

BIro «MarHonia» o «JlaCtpaga-ykpaiHa» ro «Aokypens»
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MI'O «CoLjlabHI IHILLIATUBMA 3 r0O «BceyKpaiHCbKU rpoMaAcbKUA LEHTP BBO YKpaiHCbKnii doHpA,
OXOPOHWU MpaLil Ta 3/,0pOB'A» «BonoHTep» «Bnarononyuus aireii»
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MPOBEAEHO BPU®PIHI AO AHA SAXNCTY
AITEN "AITU OHNAWH Y YAC BINHW: HOBI
BUKJIINKI, SATPO3U I MNOLWUIYK PILLEHb",
AE OBI'OBOPEHO MPIOPUTETU POBOTW
HA 2026 PIK

NMOBHE BIAEO:
https://www.youtube.com/watch?v=-5pyZw8YRZ8&list=PL1jJbszlvxcxGd32D3GF1ulZODF8rHZUG&index=3&t=590s



MPOBEAEHO PR-KAMMNAHIKO LUEHTPY
BESMNEYHOIO IHTEPHETY

Cepif BIpYyCHMX BIAE€0-POJ/INKIB

Dmytro Pashkov
L kel A TYT 3HANAck y poamky ana Llentp 6esneunoro IHTepHety
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MownpeHo y coumeperkax Ha WwoHaliMmeHwe 100-TucAUYHy ayauTopito



B3ATO YYACTb B IHOOPMKAMIMAHII
AEMNAPTAMEHTY KIBEPMOIILII YKPAIHW

HapicnaHo 66 387 266 SMS-noBigoMneHb (Ha HoMepu
onepaTtopiB KuiBctap, Vodafone Ta Lifecell) 3
NOCUJIaHHAM Ha CTaTTIo, AKY rotyBanu ekcneptw L bI:

«/limu e oHAAQliH-CMPIMaX — HO8A MIWeHb 07151 3/108MUCHUKIE.

Lo eapmo 3HAMU 6aMbKAM?>» -
https://chatovi.online/articles/nbMdol

o

Y AHI HaacnnaHHA SMS
BIABIAYBAaHICTb NopTany
saferinternetcentre.org.ua 3pocna

Ha 320%
N

\

! -5_;_'.

Cyberpolice

HanepepopaHi [1Hs
3axXUCTY AiTen Hara-
OVEMO: OiTU BCe YacTile
noTpannatoTb

Yy NACTKYy OH/TaUH-eKC-
nnyaraLii 4epes cTpiMun
Ta coumepexi. bygbte
yBaXHi 00 IXHbOro
LMPPOBOro XNTTS.
[eTtanbHiwe: https://
chatovi.online/articles/
nbMdo’

Ve




PO3IMNOYATO HAINMPAMOK CIMIBMPALI 3 BOJIOHTEPAMW

Cekperapiar KabiHety
MinicTpie Ykpaiuu

Ta CTPATeriYHME HoMyHiHawiA
Yhpainn

ST@P

{ALBE

Ho OHa 3axucTy giten B YKpaiHi bl 11 TVI)KHEHb
rPOMAOAHCDBKOIO

MoHATTA KibeprpymiHr, i CYCTINbCTBA 2025 & .

o3HaKu. NMpasuna 6oporT
AK nonepegutn

Ipencrapaedo: Poman MYPAAK
vuacHHE European Digital Education Hub Mipon MGRRKS. .
Kepisuuk ryvpris lludposa rpamoruicren XLIUHOT

IHiiarop iHgOpMALTHHO-IPOCBI THHIEKOT KAMITAHIT 3 MEIIArPAMOTHOCTI

LLMDOPOBUN HETI

15 NnpaBun cifKyBaHHSA

cnikep: PoMad Mypsak, keﬁimm’l‘;_m_i'

iHGOpMaUIMHO-NPOCEITHALLKGT OHNE

b o Maeeens 7

CempirhoK JMMT...

\ . Mg o = 25 :
Crasren [uHTRS

PomaH Myp>kak, IHILIaTOp IHPOPMaLIMHO-NIPOCBITHULLKOI KaMMaHIi 3 MeglarpaMoTHOCTI Ta KepPIBHUK
ryptka «LuéppoBa rpaMoTHICTb» XepPCOHCbLKOro LLleHTPY ANTAYOI Ta IOHaLbKOI TBOPYOCTI NPOBOAUTDL
TeMaTU4YHI Be6-MIHapu AN OCBITAH | A4ITeN AK IHpopMaLuIMHMN napTHep «LleHTpy 6e3neyHoro
IHTepHeTy».



ONMPALLbOBAHO 2633 MOBIAOM/IEHHA HA FTAPAAYY @
NIHIO STOPCRIME, 3 AKX Y 1521 NIATBEPAYKEHO S
®AKT CEKCYANTbHOTO HACUNbCTBA HAA, AUTUHOLO ST@P

CRIME

https://stopcrime.ua/net-crime npunmae 3BepHeHHA LOAO
MPOAHAJIISOBAHO 2633 NOBIAOMJTIEHHA MaTeplaniB cekcyanbHOro HaCUAbCTBA Haj AITbMU B IHTepHeT,

CAPUAE IXHbOMY B10KYBaHHIO, PO3CAIAYBaHHIO Ta CMIBAPALLIOE 3
MbKkHapogHoto mepexeto INHOPE. [1poekT StopCrime cTBopeHo 3a
maTpumkn MiHICTepcTBa LG poBOI TpaHCPopMaLiil YKpaiHuy,
[19.0cBITa Ta AenapTamMeHTy Kibepnoniul YKpaiHu

47T WF » Lk,’
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58% 42%

MareeppkeHnx ¢akTie  HeniagTBepa)keHnX
HAaCWUJIbCTBA

AHANITUKN TAPAYOI NIHII STOPCRIME



SAB/ 0 Ko BAH 0 1 521 MATEPIAN 3a60aHHA MIHIMYM — eudanumu yi gaiinu 3 mepedxci
31 AT BEP A)K EHUMWN ©DAKTAMU .zzzanc:,l-ll(l-::’ r;zc::n:x' )—( IHIY1108aMU PO3CNI0Y8AHHSA 3/104UHY,
HACUJIbCTBA

55%

NepepaHo Kibepnoniuli YKpaiHU 3
MeTolo 6/10KyBaHHSA Ta
po3ciAyBaHHA 31I04UUNHIB Ta
noKkapaHHs BUHHMX

45%

[lepeaaHo NPaBOOXOPOHUM
opraHam IHLWKUX KpaiH




HAFYYHILWI KENCW

P O KY rarauoi niHii STOPCRIME

3abnokoBaHoO HaMbINbLUY B YKpaIHI
naateopmy, NpMUYeTHY 40 NoLLVIPeHHS
ANTAYOl NopHorpadli. 3a ouiHKaMm
IHO3eMHUX NapTHepIB, A0 /0% Taknx
He3aKOHHKX MaTeplaniB B JIOKalbHOMY
CerMeHTI IHTepHeTy NMoLnpoBanoca came

yepes Ut IHPPaCTPYKTYpYy

\MeNbHUYYUHMW 1N YONOBIK3,
AKWW 3a rpoLi po3NoBCH XK YBaGB B HT...[J—. eTl AuTAYE

BUKPUTO mepexy Be6-pecypciB, Ha AKX
NOLUMPIOBaIN MaTeplann ceKcyasbHOro HaCcUNbLCTBA
HaZ AITbMUN B IHTepHeTI. OpraHi3atop 3aTpUMaHnn —
NOMY 3arpoxye 15 pokiB B’A3HMLI

- HA ¥ B33CM00i 3 BraywpaisCnied rpoMagcoro oprasizayicn sMarHonias cninoso 31 ChigyuHsm
MYHM &8 Xmenpsnagein 0ENACTI BCTAHOEBANK 44-DINHOMD MHTENA OENACHOND LEHTRY, AKHA NOWKADSOBAS JUTAYY NODHOMadin

BaspaTTaA AN08MBCHWES CTAND WMONLIEEEM I3ESAH SYHKLIOHYBAHHID CTROpeHOMY MiHICTERE TROM UWSDORD
paalil Yepaism, [enapramesTon xiSepnoniyll Hawosanosol nonigil Yepaine Ta BrO barsonias




3A 2025 PIK HAZJAHO 3ATAJIOM
197 177 KOHCYNbTALIN

HauloHanbHa rapsaya NiHIA gNns AITeN Ta Mool HaA€ NCMXONOTIYHY Ta
IPUANYHY A0MOMOrY AITAM, IKI CTaJIN )XEPTBAMU OHJIAMH-HAaCUJIbCTBA a60
3ITKHYNIUCS 3 IHLWWMAMM IHTEPHET-3arposamm

KO>XHA 22-T'A KOHCYJIbTALIA
CTOCYETbCA BESIMNEKW B IHTEPHETI AHOHIMHO. BE3KOLUTOBHO.

e [HPOpMaLINHO-NPOCBITHNLbKI KOHCYNbTaull - 32,4 %
® [lcnxonoriyHi koHcynbTaull - 50,3 %
e [1paBoBI KOHCcynbTauUll - 17,3 %

rapsa4a AiHisa AAS
AiTeN Ta MOAOA.

0 800 500 225 l PALOHOALAG

g ccHuem [ echilghot @chitdhﬂtiine,ukraine




21,5 % - [lcuxonoriyHe 300poB'a ( C aMOTHICTb, CTRaxu,

TE MATM KA KO H Cy.n bTAL'.IVl HA GaXKaHHSA BUMHUTU CYiLMO, CAMOMOLLUKOOXEHHS TOLLO)
I'APFI LIIVI ."IHII 116 111 16,8 % - HacnnbCcTBO/ >XXOPCTOKE NOBOAXKEHHS 3

OiTbMmn/KoMepLinHa ekcrnyarauig giren

14,9 % - I[HpopMaLid Npo npasa
aiTen/cTyaeHTCbKOI Monodi Ta poboTy raps4yol

10,8 % - CTOCYHKW/ B POOUHI
5,6 % - CTOCYHKW 3 OQHO/ITKaMM
5 % - byniHr

4,9 % - [lpaBocynas WoOo aiten ta coujasibHUM 3axXmcT
airen
4,6 7% - beaneka B IHTepHETI

3,6 % - [litn/cTyoeHTCbka Moo4b, SKi MOCTpa)kaaau Bif

BINH
r 3,2 % - QiznyHe 300pOB'A Ta NPObAEMU 3aNEXKHOCTEN
3 % - [1MTaHHA, NOB'A3aHI 3 LWKOMO, YHIBEPCUTETOM/
HaBYaHHAM
e 2,9 % - CTaTeBe BUXOBAHHA Ta npobnemu BIJ1/CHIL
9 070

1,3 % - BHYTpPIWHBO NepeMileHi aiTn/CTyaAeHTCbKa MOIOAb
3BepHeHb Woa0

6e3neKkun B IHTEpPHeTI

1 % - [ICKpUMIHALIA OITeW/CTYAEHTCbKOI MOMOAI

0,9 % - [liTn 6e3npuTybHI/BTIKA4I/3HUKI



FrEHAEPHWUI PO3NOAIN
KOHCY/IbTALLI HA TAPAYIN
NIHII 116 111:

0,1%
HEBIHAPHI OCOBUNCTOCTI

27,7%
XJonus

72,2%
AIBYATA

BIKOBUI PO3MNOALN
KOHCYNbTALUIU HA
FAPAYIN NIHII 116 111:

11,2%
CTYAEHTCbKA MONOAb

36,9%
[lOPOC/I
49, 2%

AITU




MPOBEAEHO IHGOPMALIHI KAMMNAHRIL AN18 ANA " pocy
OCBITSIH, TPABOOXOPOHLIB, BATbKIB, MIANITKIB I DAYS
BCIX, XTO XOUYE 3HATW BL/IbLLUE MPO UMN®POBY rrieny \ YA

NMOKA3U AOKYMEHTANIbBHUX CTPIYOK: «Y CITAX» TA «MIU LWOAEHHUX CEKCYAZIbHOIO LUAHTAXY »

HecoKka 0OKyMeHMAanbHA cCMpIYKa pexcucepie Bima Knycaka ma bap6apu
Xanynoeoi 020/110€ Macwma6Hy hpobsaemy ceKcyanbHO20 HACUNNA HAO
oimomu 8 IHmepHemi

IcnaHcobKul 0OKYMeHManbHUU
¢inom pexcucepku lMampicii
dpaHkeca, 0e 80HA 00C/IOMCYE
8/10CHUU 00C8I0 AK dcepmeu
CeKCyanbHO020 WAHMax3Cy Yepes
8MpYyYaHHA 6 if komn’romep X

Diario de Mi Sextorsion

L pu e nda o FIFEKCIA FRANGEESA




" pocu
BIABYNOCH BINIbLUE 2 TUCAY NOKA3IB DAYS
i UA

NOKYMEHTANBHUX ®L/1IbMIB B PISHUX ODNIAH-GOPMATAX TAB - /

OHNAWH-KIHOTEATPI DOCUSPACEY 20 perioHax YKPAIHI

AW


https://docuspace.org/project/u-sityakh

NPOBEAEHO 173 NOAII 3 EKCMEPTHMW OBrOBOPEHHAMW ANA
LUHNPOKOI AYOAUTOPII I LWINbOBUX TPYIT - MPABOOXOPOHLUIB,
OCBITAH, BATbKIB, )XYPHAJIICTIB, NPABO3AXNCHW/KIB

22 MixHapooHUlU pecmueanb 00OKYMeHmMasnbHOo20
KIHO hpo hpaea nrwduHu Docudays UA

316paB 391 y4yacHMKa HaBKOJ1I0 TeMU OHNaH-6e3neKkun
(MoanBUTUCE 3anNCcy BOPKLLOMIB Ta ANCKYCIA MOXHA Ha
toTYy6-KaHan LleHTpy 6e3neyHoro [HTepHeTy:
https://www.youtube.com/playlist?
list=PL1jJbszlvxcxGd32D3GF1ulZ0DF8rHZUG

PLAKICHH PERYPT 22 ,, 22 MaHOpIeHUU MIXCHAPOOHUU pecmueans
Rt ilepererig e 0OKYMeHmMasn6Ho20 KIHO npo hpaea MOUHU
Docudays UA
B S ORENN. - 3anyumB 708 y4acHUKIB O 06roBopeHb, eKCnepTHUX
| AVCKYCIA, TPEHIHTIB | NeKUIA, MPUCBAYEHI MUTAaHHAM

6e3neku Aiten | NIANITKIB B IHTepHEeTI, MPOTUAIT Ta 3aXUCTy
BIZ KIGEpP3/104MHIB, 30KpeMa CeKCyaslbHOro OHJ1avH-

HaCJ/1bCTBA



https://www.youtube.com/playlist?list=PL1jJbsz1vxcxGd32D3GF1u1Z0DF8rHZUG
https://www.youtube.com/playlist?list=PL1jJbsz1vxcxGd32D3GF1u1Z0DF8rHZUG

BOJIOHTE

BceyKpaiHCbKWIA rpoMaacbKMid LEHTP

e PeanizoeaHo mpeHiH208y hpo2pamy «Teos 6e3neka e IHmepHemi: nonepeoXCeHHs
Hacunecmea w000 dimeu 8 IHmepHemI ma ¢opmMyeaHHA 6e3neyHoi N08eOdIHKU y
Mepeici» e 3aKnadax npogeciiHo-mexHIYHoi oceimu M. Kueea

NPAMYEMO

o
g Enarononyss nmumn - Lhsi| |
g .

N Bl e TBOA 6e3neKa B iHTEepHeTi:
YYHIB TA YYEH |/|L|,|:> nonepeaXeHHs HacUNbCTBa WOoaOo ,u,iTeD’l.
Y MTNNHI-CEPNHI 2025 B iIHTepHeTi Ta dopMyBaHHSA 6e3neyHol

NoBeaiHKN y Mepexi

* Po3pobseHo ma anpo6068aHO OHAAUH-KYPCY 0N 08eHANbHUX
noaiyelicbkKux «3ano6i2aHHA ma npomuoisa 6yniH2y noailyelicbKumu
niopo30isie H08eHANbHOI hpeseHYl».

NporpaMa By0e KoPUCHOK 0NA BMKOPMCTaHHA NONILIAHTAMK KESHANBHO! NpeBeHLl
LWKINEHMMKY odilsparid nonilil Ta NpauiBHKMKaMK Kibepnoniyil y npoBefeHHI

OXO I'I.I'I e H O 6 In b I.IJ e 10 O ¢aXI B IJ‘I B NPOCBITHALBKG-NPOQINAK TUUHWX 38HATh 3 YYHAMM 1-11 KNACIE 3aKnafis oCBiTH

Kypc po3MiLweHo Ha 3aKpUTIN nnaTtdopmi A1 roBeHasIbHUX nonigencbkux https://jp-lms.inform.org.ua/



e Op2aHI3080HO NOKA3 OOKYMeHManbHo20 dinbmy «lpaHKHynu» (pexc. Icmaens Xopdpya LWandymi) i

ekchepmHa ouckycia “lIpaeoa | 6pexHa y Mepexi: AK Ha84UMuUCcA ix eIOpI3HAMU ma 00 Y020 mym LUI?” onsa
cmyoeHmie

‘- BE 2 GThen

G-

Cw

"= NEDE

[lo lHa 3axucty gived
NOKA3 LOKYMEHTAHOIO i
OINbMY «MPAHKHYNIU»

pex. lcmaens Xoddpya WWanpyTi

TA EKCNEPTHA .IIMCIE’YEIH

EPEX:
Eﬂ"nﬁﬁm iX amplaum .

TA 0 40r0 TVT U

77 aucronaaa o 17:00

KTacpuni i Nasan wrel 72 @ i

e Po3pob6seHO ham’amKu npo OHAAUH-PU3UKU 045 OImeu:

https://docuclub.docudays.ua/news/pamyatka-pro-zakhist-vid-onlayn-rizikiv-v-interneti/

e CmeopeHO 810e0-IHCMPYKYli, AK NOCKAPHCUMUCL HO Mamepianu ceKcyasnbHo20 Hacuascmea Hao
dimbmMu 8 IHmepHemi 30 0onomo20r0 2apAaYoi niHI INHOPE

https://www.youtube.com/watch?v=kafS$99z0124&list=PL1jJbszlvxcxGd32D3GFlulZODF8rHZUG&index=2



https://www.youtube.com/watch?v=kafS99z0124&list=PL1jJbsz1vxcxGd32D3GF1u1Z0DF8rHZUG&index=2
https://www.youtube.com/watch?v=kafS99z0124&list=PL1jJbsz1vxcxGd32D3GF1u1Z0DF8rHZUG&index=2

e [IpogedeHO 0ea 8eb6IHAPU 015 0OCEIMAH MA IHCNEKMOopIe CAYH6u 0C8IMHbLOI
6e3neku HayioHanb6HOI hoailyii YKpaiHu

e [IpoeedeHo 08a eebIHApPU «BI0 2pu 00 MaHInynAyli: pusuku Roblox, oHnaUH-
gepbyeaHHA ma IHWI 3a2po3u. Lo marombs 3Hamu dopocli, wjob y6ezneyumu
dimeu» 0414 ¢paxieyie | paxieyuHb 0C8IMU MaA coyiansbHoi cpepu, LleHmpie

dHummecmiukocmi ma niopo30i/i8 108eHANbHOI npeseHyli Xapkiecbkoi U CymMcoKoi

ob6aacmed. https://www.youtube.com/live/tAWaH7DUOOO

e [IpogedeHo eebiHap 3 memu “lIpodinakmuka cekcyanbHO20 OHAAUH
Hacusnscmea w000 oIe4am-nionimkie”

e Yyacmes y padio-epipax Ha memy 6e3neku dimeu e IHmepHemi 1 3axucmy eio
ceKcyasnbHo20 Hacunscmea (fpomadceke padio, Padio Kyanbmypa, padio
«Hakunino»)

BOJ'IOHTEP

Bceykpail rpomagcs

Bceykpail rpomapach

BOJIOHTEP

(%) [LHSI



PO3MOYATO HOBUIA HAMPSAMOK - 3B'I30K 3 MOJTIOAAI0. 2onomes
YEPE3 YAT-BOT «UNSEE». Taren

APY>KHIN go nigniTKiB YaT-60T «Unsee» y Telegram — Le He iNLLE IHCTPYMEHT NOAAHHA CKAPTr HA HENPUMHATHUM

KOHTEHT, a i 6e3ne4yHnii NPocCTIp, Ae NIAMITKN MOXXYTb OTPMMATY Nopaay.
«Unsee» NOEAHYE TEXHIYHY NIATPUMKY, NCUXONONYHY AOMNOMOry Ta B3aEMOAIIO 3 MPAaBOOXOPOHHUMMW OpraHamMm

CTaTCTNUHI NOKAa3HUKM 3a
nnneHb-rpyaeHb 2025:

e 3020/1bHA KINbKICMb 8108Idyeayie: 607 ocib

* 3020/1bHA KINbKICMb 30PIKCOBAHUX 36€PHEHb.
158 38epHeHb

e [lepedaHo 0o nonaiyii: 16 eunadkie




OCHOBHI HANPAMKW SAINMNTIB TA CKAPI' NIANITKIB Y
YAT-BOT «UNSEE»

e Kibep3/10UMHHICTb Ta LUAXPaNCTBO: CKapau cmocyeanucs piwuHay, waxpalicmea Ha
OLX ma e Instagram, He3aKOHHUX npono3uyiu opeHOU 6aHKIBCbKUX KAPMOK («0ponu»)
ma CyMHI8HUX po3iepawiie NFT

e be3neka Ta 3arpos3u Agep>xaBl: eUnaoKuU nidbyproeaHHA 00 hidnanie, 3aK/AUKIE 00
«PO3MIWEHHA MIMOK», NnoWUupeHHA IHpopmayii npo pobomy 110 ma nepecyeaHHsa 3CY,
a MAKOXC AHMUYKPATHCbKY hpona2aHoy

e HapKO3NOUUHHICTb: pe2ynapHI ckapau Ha Telegram-6omu ma KaHanu, Wo 3aliMarOMsCA
p0O3N06CHOXHCEHHAM NCUXOMPONHUX PeY0B8UH

e KOHTEHT Ta B3aEMOAIA B MepeXXi: CeKCMOpWH, 6yniH2, nowupeHHA hpueamHux
3HIMKIG 6e3 3200U

e [lo6yTOBI Ta TEXHIYHI MUTAHHA: OYUWEHHA haMm’ami hpucmpoie, yugppoea 2i2iEHA
(ak nepeesipumu ocoby nosiyelicbko020 hpu 0368IHKY), hopaodu w000 I120p



LleHTp 6e3neuHoro IHTepHeTy — Le pecypc
ANA BIANOBIAANIBHMNX A0POC/INX, AKI XOUYTb
3aXUCTUTU AITEN BIA LIJIKOM peasibHUNX
3arpos BIPTYa/IbHOIO CBITY

Kunis, 01003, Byn. Cim'i NMpaxoBux 58\10

https://saferinternetcentre.org.ua

sic.ua@magnolia.org.ua

OAKYEMO 3A YBATY! S

@ o.sheremet@magnolia.org.ua




